
�
SARNET: Security Autonomous Response 

with programmable NETworks �
�

Cees de Laat�
System and Network Engineering  �

 



2 

Pacific Research Platform: A Regional Science DMZ 

UvA StarLight 
150 ms 

UIC 



Why me?

Was here on 
sabbatical

in march J



I	want	to	

“Show	Big	Bug	Bunny	in	4K	on	my	Tiled	Display	using	
green	Infrastructure”	

	
• Big	Bugs	Bunny	can	be	on	mul?ple	servers	on	the	Internet.	
• Movie	may	need	processing	/	recoding	to	get	to	4K	for	Tiled	Display.	
• Needs	determinis?c	Green	infrastructure	for	Quality	of	Experience.	
• Consumer	/	Scien?st	does	not	want	to	know	the	underlying	details.		
è		His	refrigerator	also	just	works!	



Yesterday’s Media Transport Method!

8 TByte



The GLIF – LightPaths around the World 

F Dijkstra, J van der Ham, P Grosso, C de Laat, “A path finding implementation for multi-layer 
networks”, Future Generation Computer Systems 25 (2), 142-146. 



The GLIF – LightPaths around the World 

F Dijkstra, J van der Ham, P Grosso, C de Laat, “A path finding implementation for multi-layer 
networks”, Future Generation Computer Systems 25 (2), 142-146. 
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Doing Science ICT to enable Science 



The Big Data Challenge
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MAGIC DATA CARPET
curation – description – security – policy – integrity - storage

Doing Science ICT to enable Science 
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Why is more resolution is better? 
1. More Resolution Allows Closer Viewing of Larger Image 
2. Closer Viewing of Larger Image Increases Viewing Angle 
3. Increased Viewing Angle Produces Stronger Emotional Response 



Moving Big Data Objects Globally 
o Digital Motion Picture for Audio Post-Production 

n  1 TV Episode Dubbing Reference ~ 1 GB 
n  1 Theatrical 5.1 Final Mix ~ 8 GB 
n  1 Theatrical Feature Dubbing reference ~ 30 GB 
 

o Digital Motion Picture Acquisition 
n  4K RGB x 24 FPS x 10bit/color: ~ 48MB/Frame uncompressed (ideal) 
n  6:1 ~ 20:1 shooting ratios => 48TB ~  160TB digital camera originals 
 

o Digital Dailies  
n  HD compressed MPEG-2 @ 25 ~ 50 Mb/s 
 

o Digital Post-production and Visual Effects 
n  Gigabytes - Terabytes to Select Sites Depending on Project  

o Digital Motion Picture Distribution  
n  Film Printing in Regions 

o Features ~ 8TB  
o Trailers ~ 200GB 

n  Digital Cinema Package to Theatres 
o Features ~ 100 - 300GB per DCP 
o Trailers ~ 2 - 4GB per  DCP 



John Graham’s Network Results 
Moving the CineGrid Exchange 30TB   



UCSD< -- > UvA 
Iperf3 mem to mem : 32 Gbps  

Limited by many 25 Mbyte 4k frame files, file system, ZFS, sata interfaces, etc. 



•  Network virtualizations and SDN
•  Reasoning
•  Risk evaluation
•  Trust groups
•  Execute response & adaptation

SARNET
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Figure 1 A control program called Service (orange box) creates and deploys an IP 
network and computer infrastructure (purple plane). ICT control programs that we 
created in prior research were able, amongst others, to monitor, add and delete network 
links, routing elements and manage virtual machines in cloud data centres in order to 
optimize the network service continuously. The new research addresses security risk 
control programs that adapt the ICT in the purple plane autonomously as a response on 
threats. These programs are shown here as a separate control program labelled 
“security”.  

 

2b Abstract for a lay readership (in Dutch) 

ICT zelfverdediging tegen hackers 
Regelmatig halen succesvolle cyberaanvallen het nieuws omdat toegang tot belangrijke websites, 
internetbankieren en email onmogelijk zijn gemaakt. Hackers plunderen bankrekeningen en stelen 
informatie. ICT professionals blijken regelmatig te falen om de werkzaamheden van de hacker te 
ontdekken, te volgen en te stoppen. Wij onderzoeken nu computers en netwerken, ICT systemen dus, 
die zich zelf verdedigen, al naar gelang de aard van de aanvallen. 
 
Deze autonoom verdedigende computersystemen moeten zelf ontdekken of en hoe een cyberaanval 
gaande is en, zo ja, wat de juiste tegenmaatregelen kunnen zijn. Bij die tegenmaatregen passen we de 
resultaten van eerder onderzoek toe. Daarin hebben wij methodes ontwikkeld hoe systemen autonoom 
internetverbindingen kunnen veranderen of alternatieven daarvoor in stand kunnen houden zodat 
internet verkeer altijd mogelijk blijft. Ook is onze software in staat om van web- en andere servers 
kopieën te maken en die naar andere rekencentra verhuizen. M.a.w. onze software is in staat om ICT 
systemen te hergroeperen en dat geeft nieuwe mogelijkheden in de strijd tegen cybercriminaliteit. Bij het 
onderzoeken van het palet van tegenmaatregelen bekijken wij ook de extra inzet van typische cyber 
security technologie, b.v. het automatisch bijschakelen van firewalls en het veranderen van bijvoorbeeld 
een webserver in een valstrik voor hackers, een zogenaamde “honey pot”. De projectnaam, SARNET is 
de afkorting van “security autonomous response network” en hint op deze automatisch aanpassende 

Cyber Security program 
PI: CdL 
Co-Pi’s: RM, LG, RW 
•  400 + 285 + 300 kEuro: 
•  3 PhD’s 
•  Prog & Eng manpower 

delaat.net/sarnet 

Security Autonomous Response 
with programmable NETworks



Line of research
•  1997: Need for authorization framework for 

combination of resources across domains
•  1998: AAA-ARCHitecture research in IRTF
•  2000: RFC 2903-2906, 3334
•  2005: open versus not so open exchanges
•  2006: start of trust research (also in rfc 2904)
•  2012: I2-spring session presenting line of research
•  2014: PhD defense of research plus publication
•  2015: Here we are.



Cyber security program
•  Research goal is to obtain the knowledge to create 

ICT systems that:
– model their state (situation)
–  discover by observations and reasoning if and how an 

attack is developing and calculate the associated risks
–  have the knowledge to calculate the effect of counter 

measures on states and their risks
–  choose and execute one.
In short, a we research the concept of networked computer 
infrastructures exhibiting SAR: Security Autonomous 
Response. 



Timeline
•  1th year

–  Make infrastructure programmable (SD)
–  Observe and measure
–  Model organisations & relationships

•  2nd year
–  Multi domain
–  Countermeasure patterns
–  Assign value, cost assessment

•  3th year
–  Autonomous response across domains
–  Reasoning
–  Visualisation
–  Performance
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Ciena’s CENI topology 

  Ottawa - Chicago Infrastructure 
   Canarie MANLAN link 
   ESnet alt route segment 
Link to Ciena Station Ridge HQ 
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National Science Foundations ExoGENI racks, installed at UvA (Amsterdam), Northwestern University 
(Chicago) and Ciena’s labs (Ottawa), are connected via a high performance 100G research network and 

trans-Atlantic network facilities using the Ciena 8700 Packetwave platform. This equipment configuration is 
used to create a computational and storage test bed used in collaborative demonstrations. 

CENI, International extension to University of Amsterdam  
Research Triangle Project.   Operation Spring of 2015 

iCAIR 
(Chicago) 

Ciena 
(Ottawa) 

Amsterdam 
University 



Service	Provider	Group	framework	
	A	Service	Provider	Group	(SPG)	is	an	organisa5on	
structure	providing	a	defined	service	only	available	
if	its	members	collaborate.	
Examples:	
	
	
	
	
					
										
	

	



Service	Provider	Group	Characteris?cs	

•  Autonomous	members	ac?ng	together	on	a	decision	
to	provide	a	service	none	could	provide	on	its	own	

•  Appears	as	a	single	provider	to	a	customer		
•  Appears	as	a	collabora?ve	group	to	members	with	
standards,	rules	and	policies	that	are	defined,	
administered,	enforced	and	judged	by	the	group.	

•  Autonomy	in	the	group:	every	member	signs	an	
agreement	declaring	compliance	with	common	rules,	
unless	local	law	determines	otherwise.	

•  Membership	rules	organizes	trust	amongst	members	
and	manage	group	reputa?on	and	viability.	



Envisioned role of the SPG: define slice archetypes? 
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More Info
•  http://delaat.net/sarnet
•  Leon Gommans, "Multi-Domain Authorization for e-

Infrastructures", UvA, Dec 2014.
–  http://delaat.net/pubs/2014-t-3.pdf

•  Rudolf Strijkers, "Internet Factories", UvA, Nov 2014.
–  http://delaat.net/pubs/2014-t-2.pdf

•  Contact us:
–  delaat@uva.nl 
–  l.gommans@uva.nl
–  rwilson@ciena.com 
–  Robert.meijer@tno.nl
–  T.M.vanEngers@uva.nl


