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Snowden personalia	


•  Edward Joseph Snowden	


•  Elizabeth City, 21 juni 1983 	


•  voormalig medewerker van de CIA 	


•  Systeembeheerder via het bedrijf Booz Allen 

Hamilton voor de Amerikaanse veiligheidsdienst 
NSA werkte	



•  Snowden lekte in juni 2013 informatie over een 
reeks van spionageactiviteiten door het NSA op 
internet	







Multiple colors / Fiber	



Per fiber: ~ 80-100 colors * 50 GHz	


Per color: 10 – 40 – 100 Gbit/s	


Max total: 10 Tbit/s = 1 Tbyte/s	



Wavelength Selective Switch 

New: Hollow Fiber!	


è less RTT!	





Undersea Cable System	





A cable landing station may or may not be required, depending on whether, for example, the submarine 
cable requires power to power submarine repeaters or amplifiers. The voltages applied to the cables can 

be high 3,000 to 4,000 volts for a typical trans-Atlantic telecommunications cable system, and 
1,000 volts for a cross-channel telecommunications cable system. Submarine power cables can operate 

at many kilovolts: for example, theFenno-Skan power cable operates at 400 kV DC. 



Undersea Cable HV	





The GLIF – LightPaths around the World	


F Dijkstra, J van der Ham, P Grosso, C de Laat, “A path finding implementation for multi-layer networks”, Future Generation Computer Systems 25 (2), 142-146. 
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Computing vs Data	



Space per unit cost 
has doubled roughly 
every 14 months.  

http://www.mkomo.com/cost-per-gigabyte 

Computing per unit 
cost has doubled 
roughly every 18 
months.  

So: data becomes 
exponentially 

uncomputable.  





Het lek	



• A series of exposés beginning June 5, 
2013 revealed Internet surveillance 
programs such as PRISM, XKeyscore 
and Tempora, as well as the 
interception of US and European 
telephone metadata. 	





TEMPORA	



•  The two principal components of Tempora are called (wikipedia) 
•  "Mastering the Internet" (MTI) 
•  "Global Telecoms Exploitation” 

•  Collate online and telephone traffic 
•  Data from fibre-optic cable communications. 
•  Data is preserved for three days, metadata for thirty days. 
•  By May 2012 300 GCHQ analysts and 250 NSA analysts had 

been assigned to sort data.[4] About 850,000 people have 
security clearance to access the data. 

•  Tempora said to include recordings of telephone calls, content 
of email messages, Facebook entries and personal internet 
history of users. 

•  Snowden said of Tempora that "It's not just a U.S. problem. 
“They [GCHQ] are worse than the U.S.” 

•  Dutch programs (iColumbo: http://columbo.nl/) 





















Fact & Fiction	


•  Claims that BT pre-cooks adsl modems to send information from home 

networks to NSA and British Intelligence 
•  http://cryptome.org/2013/12/Full-Disclosure.pdf 
•  Modem connects to specific IP addresses at boot time 

•  Critical responses: 
•  DOD uses lots of address space that is not publicly routed 

•  http://blog.erratasec.com/2013/12/dod-address-space-its-not-conspiracy.html 
•  See also the comment: 

"lucent uses 152.148.0.0/16 for 'management' on lots of their old big 
telco iron as if it was RFC-1918 space. (...)” 

•  Also BT-competitor AAISP claims this is FUD: 
•  https://s.aa.net.uk/1871 

•  Claims: "They use DOD space because it's not internet-routable, and it’s 
for the TR-069 ( http://en.wikipedia.org/wiki/TR-069 ) service. This is 
*NOT* news." 
•  http://www.bit-tech.net/news/hardware/2013/12/17/bt-back-door/1 



Wat heeft dit van doen met de 2013 
nationale wetenschapsquiz?	



•  Vraag 13: Voor een ziekte waar 1 op de 1000 mensen aan 
lijdt, is een 99% betrouwbare test ontwikkeld. Wat is de 
kans dat je ook echt ziek bent als de test dat uitwijst?���
	



•  Stel dat PRISM, Tempora, Xkeyscore, etc. in 99% van de 
gevallen betrouwbaar zijn en dat 1 op de 100000 subjects 
echt terroristen zijn…	



•  False positives… ~1000 !	





I will 
follow 
you!	



<iframe src="//www.facebook.com/plugins/like.php?href=http%3A%2F%2Fwww.facebook.com
%2Fcnninternational&amp;send=false&amp;layout=button_count&amp;amp;width=450&amp;show_
faces=false&amp;action=like&amp;colorscheme=light&amp;font=arial&amp;height=21” …></iframe> 

















Thesis Matthijs Koot	
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TOR:  third-generation onion routing project 
of the U.S. Naval Research Laboratory.	
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Losse opmerkingen	


•  Lang niet iedereen is interessant ;-)	


•  False positives desastreus	


•  Het Internet vergeet niet	


•  Asymtotisch verlies aan privacy	


•  Proberen te verdwijnen valt net zo goed op!	


•  Regeringen kunnen eng zijn, vergeet industrie niet!	


•  NSA candy store:	



–  http://en.wikipedia.org/wiki/NSA_ANT_catalog	





Q & A	




